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Cloud Security Myths ® stackArmor




Cloud Security Realities ® stackArmor

* The ‘Cloud’” CAN be unsafe, but so can traditional on-
premise environments

*Most data threats exist equally in the cloud and on-premise

*Not all that much has changed so all the old rules do still
apply

* When it comes to the ‘Cloud,” YOU are Wyatt Earp




Operating in the Cloud ® stackArmor

* Understand the Shared Responsibility Model

* Leverage and inherit cloud security controls

* Create a strong operational and governance model that
allows security and compliance to be an “integrated”
process instead of being a “bolt-on”
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Common Requirements ® stackArmor

Control Family Applicable AWS Services
Access Control IAM
Awareness and Training AWS Training Courses on Security, Operations
Audit and Accountability CloudWatch, CloudTrail
Configuration Management Config, Service Catalog, Marketplace
Identification and Authentication Cognito, Directory Service
Incident Response Lambda, SNS, CloudWatch Logs & Metrics
Maintenance Systems Manager, Inspector
Media Protection EBS, S3 Encryption, KMS, Macie
Personnel Security GovCloud: ITAR compliant service by US Persons
Physical Protection AWS FedRAMP
Risk Assessment Trusted Advisor, Artifact
Security Assessment ELK, SplunkCloud
System & Comm. Protection WAF, VPC, Security Groups, Sub-nets,
System & Information Integrity Multi-Region, Multi-VPC, Multi-AZ, ASG, ELB
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Security By Design ® stackArmor

f"f-’-} - .‘H\\
) N e Identify compliance & requirements first!
|/ Compliant H1 * Select eligible services through trusted sources and suppliers
| Architecture e Create cloud-native solution architecture

*’f E stackArmor \ I;"r Continuous ' Implement tools for governance, security and cloud operations
'. Security by '~ Monitoring & ] Define processes and assign roles

Define artifacts and operate against SLA’s

' Management
Design / v

F

| Accreditation & HI_ * Document System Security Plan
| Authorization | * Create Security Backlog in Plan of Actions and Milestones
* Incident Response Plan
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Building a compliant AWS solution? ¥ stackArmor

1. Select eligible services

» Being compliant means limiting your selection to specific services within
the scope of the compliance framework; your best friend
https://aws.amazon.com/compliance/services-in-scope/

2. Find third-party services through vetted sources

» AWS Marketplace provides a great source for vetted and approved
services guaranteed to operate on the AWS Platform

3. Deploy compliant services within the enterprise

» Create curated Service Catalog with approved services that have been
deemed to be compliant
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Where is the Security “Bug”? ® stackArmor




Hmm... ® stackArmor

C N[ ecom/confy

// Set your production environment here
angular.module('app').constant('appConfig’, {
env: 'production’,
ver: '0.0.1°,
protocol: ‘http://’,
apiHost: ':z:2-f .77 %°_ Jl5.compute-l.amazonaws.com',
apiURL: 'http://ec2-f7-8 -~1. “a.compute-l1l.amazonaws.com/api’',
chatHost: 'http://ez2 . - -20 1Z2.compute-l1.amazonaws.com:80',
S3: 'https://s3.amazonaws.com/',
bucket: '=i - 2-user-images-prod’,
bucketFolder: '/public’,
bucketThumbsFolder: '/thumbs',
Iaccess_key: i AR DA SGPTTT R D | - F ST
: A Tdal 4 :?*“3’,|

secret key: 'L ... .....
enablelog: false,
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stackArmor ThreatAlert ® stackArmor

AWS Cloud Severity
Component |AWS Service Item Score [Finding stackArmor Comment

Managed Policy contains [NotAction combined with an "Effect": "Allow" often provides more
policy PowerUserAccess 10[NotAction. privilege than is desired.

IAM User has full admin  [Review this user as he has full admin privilages. Its recommended to
iamuser myuser@acme.com 10jprivileges. provide Admin access via groups rather than assigning individually.

elasticbeanstalk-us-east- ACL - Unknown Cross

s3 1-XXXXXXXX 10lAccount Access. Review this service as it has cross account access.

securitygroup

Webserver (sg-fe2xxxxb

iN VPC-XXXXX)

10

Security Group ingress
rule contains 0.0.0.0/0

Security Groups should be configured in point to point mode and not
be left open. This SG is is opening 1024 ports and causing High

vulnerability.
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Top Security “Booboos” ® stackArmor

Common poor security mistakes Comment

1  Creating unnecessary access and secret keys Console users don’t need keys
for IAM Users

2  Using developer keys instead of instance roles Use roles for to allow for credentials for accessing

for accessing instance AWS resources that provide temporary credentials
3  Wide open inbound rules in security groups Restrict entry to specific ports and IP addresses as
required
4  Lack of restrictions on production instances Any user can perform actions on production

instances. Provision IAM roles that allow for
separation of duties.

5 Poor segmentation and zoning of application  Proper zoning through sub-nets allows for

and data components through the use of segregating netflow and blackholing requests in the
public and private sub-nets event of an attack

6 Lack of boundary protection IDS, IPS, VPN Consider using WAF, IPS/IDS and VPN solutions

7  Inconsistent patch management and Create an information security policy with a patching
vulnerability scanning schedule with roles, responsibilities and reporting
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Vulnerability Scanning ® stackArmor

* Good operational hygiene keeps the hacker away!?!

Results Summary
Critical High Medium Low Info Total

1 1 3 73 82
Results Details

0/icmp
10114 - ICMP Timestamp Request Remote Date Disclosure

Synopsis
It is possible to determine the exact time set on the remote host.

Description

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on
the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication

protocols.
Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but
usually within 1000 seconds of the actual system time.

Solution
Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).
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stackArmor Security Review ® stackArmor

Architecture Review

Compute, Network and Storage

Metwork and access requirements
Identity and Access Management Rules

Data classification and Security requirements

Security, compliance, operational SLA's
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stackArmor Security Review Report (SRR)

= Authenticated and Non-Authenticated
= Access Scan
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Tools of our Trade ® stackArmor

1  Boundary Protection Palo Alto, AWS WAF

2 IDS Snort

3  Monitoring Splunk, Elasticsearch

4  Vulnerability Scanning Tenable Nessus, Retina, ThreatAlert
5 Web Application Scanning Acunetix

6 Compliance openSCAP

7 QA/Code Quality SonarQube

8  Static Code Scanning CheckMarx; Yasca
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About stackArmor ® stackArmor

aws fcompetency FedRAMP  wsecints

We provide cloud enablement services for regulated

industries with strong compliance and security needs. v’ 1 of 10 firms globally with new AWS
Security Competency

ISO 27001 | HIPAA | FFIEC | NIST | FedRAMP v' Advanced AWS Partner with Certifications
in GovCloud, Public Sector and Big Data
Competencies

v Global public sector customer base at the
Federal, State and Local Government level

GOVERNMENT

FIVE w v" Fortune 500 Commercial clients with
Global Customer Base and Dellvery Model GUYS :

strong focus on security and automation
PIMCO
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Our Services ® stackArmor

DevOps and Process Automation
We accelerate development and deployment processes by implementing DevOps and Agile
Development practices using tools such as CHEF, Ansible, Puppet, Docker and Mesosphere.

Cybersecurity Engineering and Vulnerability Management

We support Federal, Healthcare and Defense customers requiring compliant solutions and
expertise with boundary protection, system hardening (DISA STIG’s), continuous compliance
and vulnerability management. A&A support for HIPAA, PCI, FedRAMP, FISMA and RMF.

AWS Cloud Migration and Managed Services

Migrating and managing an AWS cloud environment requires a deep understanding of virtual
private cloud, networking, environment configuration and cost optimization as well as
managed services.

Cloud Strategy and Transformation Solutions
We provide customized enterprise solutions in the area of Shared Services, Secure Platforms
and Cloud Procurement and Acquisition transformation.
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Our partnerships... ® stackArmor

| ° | ** Technology and software
@ (” () Magento 2 #§ mesosphere agnostic platform approach

CHEF Drupal’

>
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* DevOps and Container-based
architecture support for Big Data

‘ Infrastructure
W Osuecore dit+ableau @

%* Focused on business automation
for Healthcare, Financial
Services, Government and
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High workloads
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Blogs and Posts ® stackArmor

* Meeting NIST SP 800-171 requirements with AWS

https://stackarmor.com/meeting-nist-sp-800-171-and-dfars-requirements/

* Securing AWS means avoiding common mistakes

http://searchaws.techtarget.com/news/4500273459/Securing-AWS-means-avoiding-common-mistakes

* 8 Habits of Secure Cloud Operators

https://www.stackarmor.com/8-habits-of-secure-cloud-operators/

* Is your business ready for the coming Cybersecurity Tsunami

https://www.stackarmor.com/is-your-business-ready-for-the-coming-cybersecurity-tsunami/
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Thank you

www.stackArmor.com
solutions@stackArmor.com

Security By Design
https://www.stackArmor.com/SecurityByDesign

Learn more at www.stackArmor.com
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